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DETAILED ACTION 

1 . This office action is in reply to an amendment filed on April 17, 2007. Claims 1-44 are 
pending. 

Response to Arguments 

2. Applicant's arguments with respect to claims 1-44 have been considered but are moot in 
view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 112 

3. The following is a quotation of the second paragraph of 35 U.S.C. 1 1 2: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

4. Claim 44 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which applicant regards as 
the invention. 

5. Claim 44 recites the limitation "said ephemerizer" in line 4 of the claim. There is insufficient 
antecedent basis for this limitation in the claim. 

Claim Rejections - 35 USC § 102 

6. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 
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7. Claims 1-44 are rejected under 35 U.S.C. 102(b) as being anticipated by Perlman US 
6,363,480 B1. 

8. As per claims 1, 42, 43 and 44, Perlman teaches a method for performing blinded 
ephemeral decryption of a message, the method comprising the steps of: 

receiving from a first node at an ephemerizer an ephemeral key ID and a message 
blinded and encrypted with an ephemeral encryption key of an ephemeral key pair to form a 
blinded and encrypted message (i.e., doubly encrypted symmetric key), said ephemeral key pair 
associated with said ephemeral key ID (i.e., receiving at an ephemeizer, a symmetric key 
encrypted with an encryption key of party B (i.e., blinded), and encrypted by ephermeral 
encryption key, column 8, lines 18-31, also note that ephemeral message format includes 
ephermal key identifier, column 7, lines 23-42); 

decrypting said blinded and encrypted message using an ephemeral decryption key of 
said ephemeral key pair to form a blinded message (i.e., decrypting the doubly encrypted 
symmetric key using ephermeral key to form symmetric key encrypted with party B's key, 
column 8, lines 22-9); 

communicating said blinded message to said first node (i.e., passing the encrypted 
symmetric key, column 8, lines 28-31); and 

irretrievably deleting said ephemeral decryption key in response to a specified event 
[column 8, lines 37-39]. 

9. As per claim 19, Perlman teaches a method for performing blind ephemeral decryption 
of a message M that has been encrypted to form an encrypted message, comprising the steps 
of: 



Application/Control Number: 10/665,386 Page 4 

Art Unit: 2135 

in a first blinding step, blinding said encrypted message at a first node with a blinding 
function z (i.e., encryption/decryption function) to form a first blinded and encrypted message, 
wherein z has an inverse z.sup.-1 (i.e., encrypting a symmetric key using an encryption key of 
Party B and then doubly encrypting the symmetric key using ephermeral encryption key, column 
8, lines 12-15); 

in a first communicating step, communicating said first blinded and encrypted message 
from said first node to a decryption agent (i.e., Party B forwarding the doubly encrypted 
symmetric key to an ephermerizer, column 8, lines 19-21); 

decrypting said first blinded and encrypted message by said decryption agent using an 
ephemeral decryption function to form a first blinded message, wherein said ephemeral 
decryption function is the inverse of said ephemeral encryption function (i.e., decrypting the 
symmetric key using ephemeral key, column 8, lines 22-26); 

in a second communicating step, communicating said first blinded message from said 
decryption agent to said first node(i.e., passing the encrypted symmetric key, column 8, lines 
28-31); and 

in a first unblinding step, unwinding said first blinded message using z.sup.-1, to obtain 
said message M (i.e., Party B decrypting the encrypted symmetric key using its own key, 
column 8, lines 28-31); and 

irretrievably deleting said ephemeral decryption key in response to a specified event 
[column 8, lines 37-39]. 

10. As per claims 2-4, Perlman further teaches the system wherein said ephemeral key ID is 
associated with an ephemeral RSA public and private key pair / Diffe-Hellman key pair / 
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symmetric key pair, corresponding to said ephemeral encryption key and said ephemera! 
decryption key, respectively [column 5, lines 10-21]. 

11. As per claims 5-16, Perlman further teaches the system further including prior to the 
receiving step, the step of generating said ephemeral key ID and said ephemeral encryption and 
decryption keys of said ephemeral key pair [column 7, lines 22-36 and column 5, lines 9-24]. 

12. As per claims 17 and 18, Perlman further teaches the method wherein said specified 
event is the recognition of a predetermined date and time / in response to a request by a user to 
delete said ephermal decryption key [column 5, lines 24-25 and column 8, lines 37-39]. 

1 3. As per claims 20 and 21 , Perlman further teaches the method wherein said first node 
and said decryption agent are communicably coupled via a network, and at least one of said 
first and second communicating steps comprises the step of communicating the respective 
message over said network [figure 4]. 

14. As per claim 22, Perlman further teaches the method wherein said first communicating 
step comprises the step of communicating said first blinded and encrypted message from said 
first node to said decryption agent via an anonymizer node and said second communicating 
step comprises the step of communicating. said first blinded message from said decryption 
agent to said first node via said anonymizer node [column 8, lines 19-31]. 
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1 5. As per claims 23, 40, and 41 , Perlman further teaches the method further including the 
step of rendering said ephemeral decryption function irretrievably deleted upon the occurrence 
of said specified event [column 5, lines 24-25 and column 8, lines 37-39]. 

16. As per claim 24, Perlman further teaches the method further including the step of 
generating said message at said first node [column 8, lines 18-31]. 

17. As per claims 25-30, Perlman further teaches the method wherein said ephemeral 
encryption and decryption functions are respectively, ephemeral public and private keys of an 
ephemeral public key pair [column 5, lines 10-22]. 

18. As per claims 31-34, Perlman further teaches the method further comprising the steps 
of: obtaining an ephemeral public key associated with said decryption agent, wherein said 
ephemeral public key is a Diffie-Hellman public key of the form g.sup.x mod p, selecting a 
blinding number y having an inverse blinding number y.sup.-1 that satisfies y*y.sup.-1=1 mod p- 
1 , raising said public key g.sup.x mod p to the power y to obtain g.sup.xy mod p, raising g to 
the power y to form g.sup.y mod p, encrypting said message M using g.sup.xy mod p to form 
an encrypted message of the form [M]g.sup.xy mod p, storing a copy of said encrypted 
message [M]g.sup.xy mod p, and storing a copy of g.sup.y mod p (i.e., encryption using RSA by 
public/private key pairs, which is inherently implied in Perlman, column 5, lines 10-19]. 

19. As per claims 35-39, Perlman further teaches the method including, prior to said first 
blinding step, the steps of: selecting a blinding number y having an inverse blinding number 
y.sup.-1; in a second blinding step, blinding said message M using said blinding number y to 
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form a second blinded message; forwarding said second blinded message to an encryption 
agent; encrypting by said encryption agent said second blinded message to form a second 
blinded and encrypted message, wherein said ephemeral encryption is performed using said 
ephemeral encryption function and wherein said ephemeral encryption function and said 
corresponding ephemeral decryption function are secret symmetric ephemeral encryption and 
ephemeral decryption keys, respectively; forwarding said second blinded and encrypted 
message from said encryption agent to said first node; and in a second unblinding step, 
unblinding said second blinded and encrypted message using said inverse blinding number 
y.sup.-1 to form said encrypted message [column 8, lines 19-38]. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the examiner should 
be directed to Beemnet W. Dada whose telephone number is (571) 272-3847. The examiner can normally 
be reached on Monday - Friday (9:00 am - 5:30 pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, Kim 
Y. Vu can be reached on (571) 272-3859. The fax phone number for the organization where this 
application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent Application 
Information Retrieval (PAIR) system. Status information for published applications may be obtained 
from either Private PAIR or Public PAIR. Status information for unpublished applications is available 
through Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer 
Service Representative or access to the automated information system, call 800-786-9199 (IN USA OR 
CANADA) or 571-272-1000. 
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